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69.195.152.252 - IP Address of 100

@ 1 Insikt Group Note Very Malic

100+ References to This Entity 92 Risk Score S

First Reference Collected on May 17, 2017 et 4.0f 43 Risk RU dw in Table|wv

Latest Reference Collacted on Sep 19, 2017

W Curated Entity

ASN AS19969, ORG Joe's Datacenter, LLC, GEO Kansas City,
United States

Threat Actor 6 of 7

Show recent cyber events involving 69.195.152.252 In Table|w INC
Show all events involving 69.195.152.252 in Table | v -
Inj3ctOr Team
Triggered Risk Rules underground
Current C&C Server - 8 sightings on 1 source Simone Margaritelli
RAT Controller - Shodan / Recorded Future. Threat listed on Sep 16, 2017. ~oetic Bear

VirusTotal Comments. Most recent link (Sep 19, 2017

Recent Positive Malware Verdict - 13 sightings on 1 source
https:/Mwww.virustotal.com/file/1fd9994edc6f1 c5af9134a561 2cbe548¢0b5731079871 7dd542c8359b185 781 /analysis/

Histerically Linked to Intrusion Method - 1 sighting on 1 source
Insikt Group. 10 related intrusion methods including Blackhole, Backdoor, Remote Access Trojan, Zeroaccess, Social Engineering.

Historically Reported by Insikt Group « 1 sighting on 1 source
Insikt Group. 1 note: ZeroAccess (Aug 14, 2017).

%n more about IP Address risk rules
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:#*LogRhythm - Cyber Threat Analys
| = « R cle its debut in 2009, peaked in summer 2013, and has declined to the point of extinction. Like many threats
. Current C&C Server - 8 “itthrough different versions and variants. These changes helped ZeroAccess remain undetected on 2n.infacter
B MALTEGOD RAT Controller - Shardan were deployed via Peer-to-eer which enabled the threat to thwart disruption attempts to the!
=ress was primarily financial with dlick fraud and bitcoin mining being the main focus. .~
| B it advertisers approximately $100,000 per day through millions of fraudulent » u
Recent Pe Malware oAccess was estimated to control 1.9 million infected computers. Then ; InS|kt Group
‘arcement agendies to disrupt the botnet by blocking traffic to know ¢ e
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